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Application & AIS-01.1 Applications and programming interfaces (APIs) shall be designed,
Interface Security developed, deployed, and tested in accordance with leading industry
Application Security standards (e.g., OWASP for web applications) and adhere to applicable

AlS-01.3
AlS-01.4

AlIS-01.5

CONSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v3.1

Consensus Assessment Questions

Do you use industry standards (i.e. OWASP Software Assurance Maturity Model, ISO 27034) to build in security for your
Systems/Software Development Lifecycle (SDLC)?

Consensus Assessment Answers

Not Applicable

Notes

Application & AlS-02.1 Prior to granting customers access to data, assets, and information
Interface Security systems, identified security, contractual, and regulatory requirements for
Customer Access AIS- 02.2 customer access shall be addressed.

Application & AlS-03.1 Data input and output integrity routines (i.e., reconciliation and edit
Interface Security checks) shall be implemented for application interfaces and databases to
Data Integrity AlIS-03.2 prevent manual or systematic processing errors, corruption of data, or

Application & AlS-04.1 Policies and procedures shall be established and maintained in support of
Interface Security data security to include (confidentiality, integrity, and availability) across
Data Security / multiple system interfaces, jurisdictions, and business functions to
Integrity prevent improper disclosure, alternation, or destruction.

Business Continuity BCR-01.1 A consistent unified framework for business continuity planning and plan
Management & development shall be established, documented, and adopted to ensure
Operational BCR-01.2 all business continuity plans are consistent in addressing priorities for
Resilience testing, maintenance, and information security requirements.

’ o BCR-01.3
Business Continuity

Planning BCR-01.4

AlS-01.2 legal, statutory, or regulatory compliance obligations. X
Do you use an automated source code analysis tool to detect security defects in code prior to production?
Do you use manual source-code analysis to detect security defects in code prior to production? X
Do you verify that all of your software suppliers adhere to industry standards for Systems/Software Development Lifecycle (SDLC)
security?
X
(SaaS only) Do you review your applications for security vulnerabilities and address any issues prior to deployment to production?
Are all identified security, contractual, and regulatory requirements for customer access contractually addressed and remediated  [x
prior to granting customers access to data, assets, and information systems?
Are all requirements and trust levels for customers’ access defined and documented? X
Does your data management policies and procedures require audits to verify data input and output integrity routines? X
Are data input and output integrity routines (i.e. MD5/SHA checksums) implemented for application interfaces and databasesto  [x
misuse. prevent manual or systematic processing errors or corruption of data?
Is your Data Security Architecture designed using an industry standard (e.g., CDSA, MULITSAFE, CSA Trusted Cloud Architectural
Standard, FedRAMP, CAESARS)?
Audit plans shall be developed and maintained to address business Do you develop and maintain an agreed upon audit plan (e.g., scope, objective, frequency, resources,etc.) for reviewing the
process disruptions. Auditing plans shall focus on reviewing the efficiency and effectiveness of implemented security controls?
effectiveness of the implementation of security operations. All audit
activities must be agreed upon prior to executing any audits. . . . ) . ) .
Does your audit program take into account effectiveness of implementation of security operations?
Independent reviews and assessments shall be performed at least X We are in pre-assessment
P o P . Do you allow tenants to view your SOC2/1SO 27001 or similar third-party audit or certification reports? P
annually to ensure that the organization addresses nonconformities of for ISO 27001
established policies, standards, procedures, and compliance obligations. i L X
Do you conduct network penetration tests of your cloud service infrastructure at least annually?
Do you conduct application penetration tests of your cloud infrastructure regularly as prescribed by industry best practices and X
guidance?
Do you conduct internal audits at least annually? X
Do you conduct independent audits at least annually? X
Are the results of the penetration tests available to tenants at their request? X
Are the results of internal and external audits available to tenants at their request? X
P f f N DU yOU I1dVE d PTOBTaNT T Prace trdt MCiuues ti1e doTity Lo MTONItor Clidiges 0 UTe Teguratory TequiTerniernts nirerevart
Organizations shall create and maintain a control framework which I X
Does your organization have a plan or framework for business continuity management or disaster recovery management? X
Do you have more than one provider for each service you depend on? x
Requirements for business continuity plans include the following: Do you provide a disaster recovery capability? X
e Defined purpose and scope, aligned with relevant dependencies M
e Accessible to and understood by those who will use them Do you monitor service continuity with upstream providers in the event of provider failure?
BCR-01.5 * Owned by a named person(s) who is responsible for their review, d onal redund - dluding th . v on? X
update, and approval Do you provide access to operational redundancy reports, including the services you rely on?
BCR-01.6 e Defined lines of communication, roles, and responsibilities . . . . X
X Do you provide a tenant-triggered failover option?
e Detailed recovery procedures, manual work-around, and reference
X

BCR-01.7 information
¢ Method for plan invocation

Do you share your business continuity and redundancy plans with your tenants?

Business Continuity BCR-02.1 Business continuity and security incident response plans shall be subject

ATE DUSITTESS COTTUTTUITY PTaTTs SUDJETT LU ESUNE dU PIaTiIed mtervdrs Or UpOTT STBTIICATTC OTBaTZatoTTdTr OT envVITOTTeETtdr CITdNBgESs (o
X

Business Continuity BCR-03.1 Data center utilities services and environmental conditions (e.g., water,
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Management & BCR-03.2 power, temperature and humidity controls, telecommunications, and
Operational internet connectivity) shall be secured, monitored, maintained, and
Resilience tested for continual effectiveness at planned intervals to ensure

Power / protection from unauthorized interception or damage, and designed with
Telecommunications automated fail-over or other redundancies in the event of planned or
unplanned disruptions.

Has your organization implemented environmental controls, fail-over mechanisms or other redundancies to secure utility services
and mitigate environmental conditions?

Business Continuity - BCR-04.1 Information system documentation (e.g., administrator and user guides,

personnel to ensure configuration, installation and operation of the information system?

Business Continuity - BCR-05.1 Physical protection against damage from natural causes and disasters, as

Is physical damage anticipated and are countermeasures included in the design of physical protections?

Business Continuity - BCR-06.1 To reduce the risks from environmental threats, hazards, and

ATE dlTy UT yOUT Udld CETTETS TOCALEd T PIates UTdt ITave d MgIT Proodonity7 OCCUTTETTCE OT TRIT-TMITPJCT EMVITOTITITETTAT TTSKS (1TO0UsS,
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Business Continuity - BCR-07.1 Policies and procedures shall be established, and supporting business
Management & BCR-07.2 processes and technical measures implemented, for equipment

Do you have documented policies, procedures and supporting business processes for equipment and datacenter maintenance?

Not all of these are provided

Do you have an equipment and datacenter maintenance routine or plan?

Business Continuity - BCR-08.1 Protection measures shall be put into place to react to natural and man-

ATE SECUTTLY TIECTTATIISIITS aimta TEUUTTadITeIeS MTPTENTETTTEU L0 PTOTECT EQUIPTITETTC ITOTT Uty SETVITE UUTdBES (€.8., POWET 1dNures,
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Business Continuity - BCR-09.1 There shall be a defined and documented method for determining the
Management & impact of any disruption to the organization (cloud provider, cloud
Operational consumer) that must incorporate the following:

Resilience o |dentify critical products and services

Impact Analysis « |dentify all dependencies, including processes, applications, business
partners, and third party service providers

e Understand threats to critical products and services

BCR-09.2 e Determine impacts resulting from planned or unplanned disruptions
and how these vary over time

 Establish the maximum tolerable period for disruption

 Establish priorities for recovery

e Establish recovery time objectives for resumption of critical products
and services within their maximum tolerable period of disruption

* Estimate the resources required for resumption

Do you use industry standards and frameworks to determine the impact of any disruption to your organization (i.e. criticality of
services and recovery priorities, disruption tolerance, RPO and RTO etc) ?

Does your organization conduct impact analysis pertaining to possible disruptions to the cloud service?

Business Continuity - BCR-10.1 Policies and procedures shall be established, and supporting business

Are policies and procedures established and made available for all personnel to adequately support services operations’ roles?

Business Continuity - BCR-11.1 Policies and procedures shall be established, and supporting business

Management & BCR-11.2 processes and technical measures implemented, for defining and

Operational BCR-11.3 adhering to the retention period of any critical asset as per established

Resilience BCR-11.4 policies and procedures, as well as applicable legal, statutory, or

Retention Policy BCR-11.5 regulatory compliance obligations. Backup and recovery measures shall
BCR-11.6 be incorporated as part of business continuity planning and tested
BCR-11.7 accordingly for effectiveness.

Do you have technlcal capabllltles to enforce tenant data retentlon poI|C|es'->

If usmg virtual infrastructure, does your cloud solution include independent hardware restore and recovery capabilities?

If using virtual infrastructure, do you provide tenants with a capability to restore a virtual machine to a previous configuration?

Does your cloud solution include software/provider independent restore and recovery capabilities?

Do you test your backup or redundancy mechanisms at least annually?

Change Control & - CCC-01.1 Policies and procedures shall be established, and supporting business

ATE PUTICTES dIma plULEuulE> esumrmmagemmmmmnrmmpumuum,

Change Control & - CCC-02.1 External business partners shall adhere to the same policies and
Configuration CCC-02.2 procedures for change management, release, and testing as internal

Change Control & - CCC-03.1 Organizations shall follow a defined quality change control and testing
Configuration CCC-03.2 process (e.g., ITIL Service Management) with established baselines,
Management CCC-03.3 testing, and release standards which focus on system availability,
Quality Testing CCC-03.4 confidentiality, and integrity of systems and services.

CCC-03.5
CCC-03.6

X X | X | X [X|X|X|X|X]|X|X

intanvithD

Is documentation describing known issues with certain products/services available?
[ATE IeTE PUICIes dimta Procedures T Prdce Lo UTdgEe daifu TenTedy Teported DUgS dima SECUTTty VUTEerdoniies 10T Proguct arna Service

Do you have controls in place to ensure that standards of quality are being met for all software development?

Do you have controls in place to detect source code security defects for any outsourced software development activities?

Are mechanisms in place to ensure that all debugging and test code elements are removed from released software versions?

Change Control & - CCC-04.1 Policies and procedures shall be established, and supporting business

Do you have controls in place to restrict and monitor the installation of unauthorized software onto your systems?

Change Control & - CCC-05.1 Policies and procedures shall be established for managing the risks
Configuration CCC-05.2 associated with applying changes to:
Management CCC-05.3 * Business-critical or customer (tenant)-impacting (physical and virtual)

X X | X | X | X |X

DU yOU PTOVIUE TETIATTTS WITIT UOTUTTTENTTAUOTT T UESTITOES yUUT PTOUUCTOTT CIATTEE TTaTdBETTTENTT PTOCEUUTES aIma UTeTT

Data Security & - DSI-01.1 Data and objects containing data shall be assigned a classification by the
Information Lifecycle DSI-01.2 data owner based on data type, value, sensitivity, and criticality to the
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Data Security & - DSI-02.1 Policies and procedures shall be established, and supporting business
Information Lifecycle DSI-02.2 processes and technical measures implemented, to inventory, document,

Do you provide a capability to identify data and hardware via policy tags/metadata/hardware tags (e.g., TXT/TPM, VN-Tag, etc.)?
DU yOU MIVETTLOTY, TQUCUTITETTT, aita TITdiTtanT Udtd TMTOWS TOT Udtd UTdU TS TESTUENT (PerTTartertt Or termpordry] WItIT U1E Services
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Can you ensure that data does not migrate beyond a defined geographical residency?

Data Security & - DSI-03.1 Data related to electronic commerce (e-commerce) that traverses public
!n_forma.tion DSI-03.2 networks shall be appropriately classified and protected from fraudulent

DU yOUu Proviue SudanudruiZeu (.5, 10U/ TEC T TIOUTT=PTUpTict N ), T OTaceT 101 Urerm to
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Data Security & - DSI-04.1 Policies and procedures shall be established for labeling, handling, and
Information Lifecycle DSI-04.2 the security of data and objects which contain data. Mechanisms for label
Management DSI-04.3 inheritance shall be implemented for objects that act as aggregate

AT PUncles e Procetiires e eI T or e R o T T T T T O O o e TSt &~ i e SECUTTY UT Uata aTTu U0JeCTs UTat
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Do you follow a structured data-labeling standard (e.g., ISO 15489, Oasis XML Catalog Specification, CSA data type guidance)?

Are mechanisms for label inheritance implemented for objects that act as aggregate containers for data?

Data Security & - DSI-05.1 Production data shall not be replicated or used in non-production

Do you have procedures in place to ensure production data shall not be replicated or used in non-production environments?

Data Security & - DSI-06.1 All data shall be designated with stewardship, with assigned

Are the responsibilities regarding data stewardship defined, assigned, documented, and communicated?

Data Security & - DSI-07.1 Policies and procedures shall be established with supporting business
Information Lifecycle processes and technical measures implemented for the secure disposal
Management and complete removal of data from all storage media, ensuring data is

Secure Disposal R not recoverable by any computer forensic means.

Do you support the secure deletion (e.g., degaussing/cryptographic wiping) of archived and backed-up data?

Lo i olos " L iraal " L todl o

Datacenter Security DCS-01 DCS-01.1 Assets must be classified in terms of business criticality, service-level
Asset Management DCS-01.2 expectations, and operational continuity requirements. A complete

Do you clas5|fy your assets in terms of business cntlcallty, serwce Ievel expectatlons and operatlonal contlnmty requwements’?

gnea

Datacenter Security DCS-02 DCS-02.1 Physical security perimeters (e.g., fences, walls, barriers, guards, gates,
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DCS-03.1
DCS-03.2

Datacenter Security
Equipment

Automated equipment identification shall be used as a method of
connection authentication. Location-aware technologies may be used to

Do you have a capability to use system geographic location as an authentication factor?

Ty Od5€U UTT RTTOWTT
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Datacenter Security DCS-04.1

DCS-05.1

Datacenter Security

DCS-06.1
DCS-06.2

Datacenter Security
Policy

DCS-07.1

Datacenter Security

Datacenter Security DCS-08.1

Datacenter Security DCS-09.1

Encryption & Key EKM-01.1

EKM-02.1
EKM-02.2
EKM-02.3
EKM-02.4
EKM-02.5

Encryption & Key
Management
Key Generation

EKM-03.1
EKM-03.2
EKM-03.3

Encryption & Key
Management
Encryption

EKM-04.1
EKM-04.2
EKM-04.3
EKM-04.4

Encryption & Key
Management
Storage and Access

GRM-01.1
GRM-01.2

Governance and Risk
Management
Baseline
Requirements

GRM-02.1
GRM-02.2

Governance and Risk
Management

Governance and Risk GRM-03.1

GRM-04.1
GRM-04.2

Governance and Risk
Management

Governance and Risk GRM-05.1

GRM-06.1
GRM-06.2
GRM-06.3
GRM-06.4
GRM-06.5

Governance and Risk
Management
Policy

GRM-07.1
GRM-07.2

Governance and Risk
Management

Governance and Risk GRM-08.1

GRM-09.1
GRM-09.2

Governance and Risk
Management

GRM-10.1
GRM-10.2

Governance and Risk
Management

GRM-11.1
GRM-11.2

Governance and Risk
Management

HRS-01.1
HRS-01.2

Human Resources
Asset Returns

Human Resources HRS-02.1

HRS-03.1
HRS-03.2

Human Resources
Employment

HRS-04.1
HRS-04.2

Human Resources
Employment

Human Resources HRS-05.1

Human Resources HRS-06.1

Human Resources HRS-07.1

HRS-08.1
HRS-08.2

Human Resources
Acceptable Use

HRS-09.1
HRS-09.2
HRS-09.3
HRS-09.4
HRS-09.5
HRS-09.6

Human Resources
Training / Awareness

HRS-10.1

Human Resources

PR TR I DR DRI S |

Authorization must be obtained prior to relocation or transfer of Is authorlzatlon obtained prior to relocation or transfer of hardware, software, or data to an offsite premises? X
Policies and procedures shall be established for the secure disposal of Can you provide tenants with your asset management policies and procedures?
. N N N TdlTyou Provige eviue € at pu < arradru diTa procedure dve UeelT estd TO secare
Policies and procedures shall be established, and supporting business X
. . .. . d d SdrTuIg your UUCUTITETTIEU PUTICTES,
processes implemented, for maintaining a safe and secure working X
- - %M“a'bcesrcbtmo?wmmsms AMeTas, U Caras, CNECKPOITS ) T Pace 10 SECUTe, COMSTanT anda Tomio
Ingress and egress to secure areas shall be constrained and monitored by :\fn‘ﬂ ot ikt (&3 LIV E o '
N N N ATE MBTESS dIMU ERIESS PUIITS, SUTIT dS SETVITE areds aru Uter pUIIILb WITETE UTTdUUITOTTZEU PETSOUTIITET TTTdY ETTIET UTE PTETTIISES;
Ingress and egress points such as service areas and other points where o e X
Physical access to information assets and functions by users and support [Do you restrict physical access to information assets and functlons by users and support personnel? X
Keys must have identifiable owners (binding keys to identities) and there |Do you have key management policies binding keys to identifiable owners? X
Policies and procedures shall be established for the management of Do you have a capability to allow creation of unique encryption keys per tenant? X
cryptographic keys in the service's cryptosystem (e.g., lifecycle Do you have a capability to manage encryption keys on behalf of tenants?
management from key generation to revocation and replacement, public [Do you maintain key management procedures? X
key infrastructure, cryptographic protocol design and algorithms used, (Do you have documented ownership for each stage of the lifecycle of encryption keys?
access controls in place for secure key generation, and exchange and Do you utilize any third party/open source/proprietary frameworks to manage encryption keys? X
Policies and procedures shall be established, and supporting business Do you encrypt tenant data at rest (on d|sk/storage) W|th|n your enwronment? X
processes and technical measures implemented, for the use of encryption|" e X
protocols for protection of sensitive data in storage (e.g., file servers, Do you have documentation establishing and defining your encryption management policies, procedures, and guidelines? X
Platform and data appropriate encryption (e.g., AES-256) in Do you have platform and data appropriate encryption that uses open/validated formats and standard algorithms? X
open/validated formats and standard algorithms shall be required. Keys [Are your encryption keys maintained by the cloud consumer or a trusted key management provider? X
shall not be stored in the cloud (i.e. at the cloud provider in question), but|Do you store encryption keys in the cloud?
maintained by the cloud consumer or trusted key management provider. [po you have separate key management and key usage duties?
Baseline Security requirements shaII be established for developed or I_JLi‘-Y‘Li\:l—IIi\jc;u_&il_.u:llc‘l-llit‘(iIilji)llj:?tl,l:ll STLUTILY DASETITES TUT TVETY LUTTTPUIIETIU OT yOUT TTHTdStrutturc (€.g8., TIypervisurs, UPCIdI.IIrg X
acquired, organizationally-owned or managed, physical or virtual, . . . . . . . .
applications and infrastructure system, and network components that Do yau have t.he c:pablllty to continuously monitor and report the compliance of your infrastructure against your information
comply with applicable legal, statutory, and regulatory compliance security baselines? X
Risk assessments associated with data governance requirements shall be | 7 = = = o n et tinr, . cleectfiantions X
conducted at planned intervals and shall consider the following: Do you conduct risk assessments associated with data governance requirements at least once a year? X
N . . . AT your tecrnedi, ) TCE WILIT STLUTILY
Managers are responsible for maintaining awareness of, and complying | = "~ T T T o T T R e e e e e e e X
An Information Security Management Program (ISMP) shall be Do you provide tenants with documentation describing your Information Security Management Program (ISMP)?
developed, documented, approved, and implemented that includes Do you review your Information Security Management Program (ISMP) at least once a year? X
. . N DU EXeCuUlve drma Ty=-uocurtierneua
Executive and line management shall take formal action to support ey . e . ;
Information security policies and procedures shall be established and :“c you "millmfw_“ e | R N
o . . . Al -E‘ A“U‘ "_La‘[ U‘ ST ‘C‘ﬁ ‘t_v ‘p‘UAC 1S3 -5-_a_LU-[‘ ‘U‘ AZ'EU—-D- Ay-‘[‘ -E-L‘U ga' T ‘-Za‘t o) ‘SM‘DAU‘S‘" ‘E‘S—S‘E_-a- -‘U—‘é S p ‘U OUtner accouritaorie DusIiess rore or
made readily available for review by all impacted personnel and external X
L. L A} =l ool Lo e " il i 1 =l H o e il " i 1 VA P 2l
business relationships. Information security policies must be authorized Do you have agreements to ensure your providers adhere to your information security and privacy policies? X
by the organization's business leadership (or other accountable business [can you provide evidence of due diligence mapping of your controls, architecture, and processes to regulations and/or standards?
role or function) and supported by a strategic business plan and an Do you disclose which controls, standards, certifications, and/or regulations you comply with? X
A formal disciplinary or sanction policy shall be established for employees |Is a formal disciplinary or sanction policy established for employees who have violated security policies and procedures? X
who have violated security policies and procedures. Employees shallbe  |Are employees made aware of what actions could be taken in the event of a violation via their policies and procedures? X
" " 3 . DU TTSK dSSESSITTETIT TESUTTS MCIUUE UPUJTES U SECUTTTY PUTICIES, PTOCEUUTES, STATNUdTyus, armta COTTIIOTS TU ETTSUTE UTEY TETTTANT TETEVATTT
Risk assessment results shall include updates to security policies, e o X
The organization's business leadership (or other accountable business Do you notify your tenants when you make material changes to your information security and/or privacy policies? X
role or function) shall review the information security policy at planned Do you perform at minimum, annual reviews to your privacy and securlty po||C|es? X
Aligned with the enterprise-wide framework, formal risk assessments T A X
shall be performed at least annually or at planned intervals, (and in Is the likelihood and impact associated with inherent and residual risk determined |ndependently, considering all risk categories?  |x
Risks shall be mitigated to an acceptable level. Acceptance levels based |Do you have a documented, organization-wide program in place to manage risk? X
on risk criteria shall be established and documented in accordance with | Do you make available documentation of your organization-wide risk management program?
N . . . UPUTT LETTITITTIALIOTT OT LOTTURatlt UT DUSTTIESS TETIAUUTISTITY, dTE TITIPTUYEES diu DUSITIESS PdrLliers aul:qual.cly mrorteu T uieh
Upon termination of workforce personnel and/or expiration of external | """ "=~ =~ = o T AT N X
business relationships, all organizationally-owned assets shall be returned Do you have asset return procedures outlining how assets should be returned within an established period? X
Pursuant to local laws, regulations, ethics, and contractual constraints, all fu”u ! ! ! ! ’ HITVERER 1y
Employment agreements shall incorporate provisions and/or terms for X
adherence to EStab“ShEd information governance and Security pOIiCies winrlefaran nareannal 1ienr nnnnce tn narnarata fanilitine racnnirane and aconte X
Roles and responsibilities for performing employment termination or Are documented policies, procedures, and guidelines in place to govern change in employment and/or termination? X
change in employment procedures shall be assigned, documented, and  |Do the above procedures and guidelines account for timely revocation of access and return of assets? X
.. N N N ATE PUICTES dIMTu Pproteaures ESUJUISITET drtg rmedsures TIITPTETTITETTIEY TU STTCUY TIMTITU atTESS TU yUUT SETISTUVE Udld diTta TeETIarmit udid
Policies and procedures shall be established, and supporting business . e, L. L A L R L
N - " - " ATETEQUITETIETICS TOT TTon-aistiosture or wuuucuna‘ﬁ-ry"a'greemeﬂmmmthﬁﬁe‘mgmmauuu SITETus ToT tie protecaorrordata
Requirements for non-disclosure or confidentiality agreements reflecting |~ """ T X
Roles and responsibilities of contractors, employees, and third-party Do you provide tenants with a role definition document clarifying your administrative responsibilities versus those of the tenant?  [x
— - - - DU yOUU TTave POTCIES aTTU PTOCEUUTES T PIate (U UETITE aOWATTCES arta COTTATOTTS TOT PETTTTTUTE USAgE UT UTBaTZationany=-UWITeT
Policies and procedures shall be established, and supporting business | "~ "~ L e e X
processes and technical measures implemented, for defining allowances |Do you define allowance and conditions for BYOD devices and its applications to access corporate resources? X
N .. N DU you proviuc d 101111 , CTTTETTUISSUTS
A security awareness training program shall be established for all e T e e
contractors, third-party users, and employees of the organization and Do you specifically train your employees regardlng their specmc role and the information security controls they must fulfill? X
mandated when appropriate. All individuals with access to organizational | Do you document employee acknowledgment of training they have completed?
data shall receive appropriate awareness training and regular updates in T dtiess U X
e " o
organizational procedures, processes, and policies relating to their Are personnel trained and provided with awareness programs at least once a year? X
professional function relative to the organization. Are administrators and data stewards properly educated on their legal responsibilities with regard to security and data integrity? [
" T ATE PETSOTTITET MITOTTITEd OT UTEI TESPUTTSTONTUES TOT T Ttan g awdr ermess aifa COMpPIarice WitiT pUpTiSTTed SeCur Ity porcres,
All personnel shall be made aware of their roles and responsibilities for: X




User Responsibility HRS-10.2

HRS-10.3

HRS-11.1
HRS-11.2

Human Resources
Workspace

IAM-01.1
IAM-01.2

Identity & Access
Management

IAM-02.1
IAM-02.2
IAM-02.3
IAM-02.4
IAM-02.5
IAM-02.6
IAM-02.7

Identity & Access
Management
User Access Policy

interfaces and infrastructure network and systems components. These
policies, procedures, processes, and measures must incorporate the

Do you enforce data access permissions based on the rules of Authentication, Authorization and Accountability (AAA)?
DU yoUTpOTTIEeS aTTa-ProTEUnUTES TMCOTPOTATE SECUTTTY COTTITOTS TOT ESTanTISTITTE TITE

* Maintaining awareness and compliance with established policies and | Are personnel informed of their responsibilities for maintaining a safe and secure working environment? X
procedures and applicable legal, statutory, or regulatory compliance Are personnel informed of their responsibilities for ensuring that equipment is secured and not left unattended? X
Policies and procedures shall be established to require that unattended |[Are all computers and laptops configured such that there is lockout screen after a pre-defined amount of time? X
- . [ATE UITETE PUTTIES dITu PTUCEUUTES U ETTSUTE AT UTTALETTUET WOTKSPATES UU TTOT TTdVE UPETTY VISTOTE (E.8, UTT d UESKTOPT SETTSTUVE
workspaces do not have openly visible (e.g., on a desktop) sensitive ; o X
Access to, and use of, audit tools that interact with the organization's UUI Yf’u‘ Lﬁbfl_li_lfi e e A " X
information systems shall be appropriately segmented and restricted to  [Do you monitor and log privileged access (e.g., administrator level) to information security management systems? X
User access policies and procedures shall be established, and supporting Do you have controls |n place ensurlng tlmely removal of systems access that |s no Ionger requwed for busmess purposes? X
business processes and technical measures implemented, for ensuring . . aBETTETt X
appropriate identity, entitlement, and access management for all internal Bﬁ' ;_qu :‘“E PrOCEut s STt (R ICAT e S ares T praces Tor USer 3t CouTTT ST e Ue=7 ProvISTOTTTg Daseu OrT UTe TuTe Ot Teast
corporate and customer (tenant) users with access to data and Do you have procedures and technical measures in place for data access segmentation in multi-tenant system architectures? X
organizationally-owned or managed (physical and virtual) application N

TTIET TEVETS UT d55UTariceE TOT T ar DUSTITESS T4dst
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IAM-08.1
IAM-08.2
IAM-08.3

Identity & Access
Management
User Access

IAM-09.1
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IAM-10.1
IAM-10.2
IAM-10.3
IAM-10.4
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IAM-11.1
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IAM-12.2
IAM-12.3
IAM-12.4
IAM-12.5
IAM-12.6

Identity & Access
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restricted as per the following, ensuring appropriate identity,
entitlement, and access management and in accordance with established
policies and procedures:

e |dentity trust verification and service-to-service application (API) and
information processing interoperability (e.g., SSO and Federation)

* Account credential lifecycle management from instantiation through

User access to diagnostic and configuration ports shall be restricted to Is user access to diagnostic and configuration ports restricted to authorized individuals and applications? X
Policies and procedures shall be established to store and manage identity |Do you manage and store the identity of all personnel who have access to the IT infrastructure, including their level of access? X
information about every person who accesses IT infrastructure and to | Do you manage and store the user identity of all personnel who have network access, including their level of access? X
User access policies and procedures shall be established, and supporting |Do you provide tenants with documentation on how you maintain segregation of duties within your cloud service offering? X
. . ) N N ATETUITTUTS TIT PTdte U PreEveETTt UTTdutimorTZeU attESS TU yOuTr appitatiorT, plUsla'lll, UT"ODJETT SUUTTE TUOUTE, diTa dSSUre Tt IS TESTTCIEU
Access to the organization's own developed applications, program, or X X
object source code, or any other form of intellectual property (IP), and et tJ: : :LE e ::J: CveTTT . i f : ZETaCTEsS T » PTOBTETT, OT OPECT SUUTCE TOUE, amar assureTeDs X
The identification, assessment, and prioritization of risks posed by Does your organization conduct third-party unauthorized access risk assessments? X
business processes requiring third-party access to the organization's
information systems and data shall be followed by coordinated Are preventive, detective corrective compensating controls in place to mitigate impacts of unauthorized or inappropraite access?
application of resources to minimize, monitor, and measure likelihood X
— - — DU yOU UOCUTTENTT TTOW yOU BTaTTt, dpPTrOve aITuETTOTTE atteESS TESTTCIOTTS TU TENaTT CUSTOTITET CreueTTiars TOMOWITTE e TUTeS Ot
Policies and procedures are established for permissible storage and v . yougtant
access of identities used for authentication to ensure identities areonly |~ ™ - . N - X
accessible based on rules of least privilege and replication limitation only Do you limit identities' replication only to users explicitly defined as business necessary? X
. . N DuEs your Illmgclllclll. PTOVISTOTT UNE dULNOUTIZationT dimtu TESLTTCLIOUTIS TOT USET dLLESS (C.5., CTTPIUYTES, COTILNatiurs, CUSLUTIIETS
Provisioning user access (e.g., employees, contractors, customers ] ) X
(tenants), business partners and/or supplier relationships) to data and e - "
User access shall be authorized and revalidated for entitlement _U:’_‘fu_u 'Equ"'_:i_}"j'tﬁ'ft_“_ R L.
appropriateness, at planned intervals, by the organization's business Do you collect evidence to demonstrate that the policy (see question IAM-10.1) has been enforced?
leadership or other accountable business role or function supported by DU yOU elsure Tat TeMeuraor Jeiors 1o aCCess VIoUOTTS TONOW USST aCTess PoNCes 7 X
evidence to demonstrate the organization is adhering to the rule of least X
Timely de-provisioning (revocation or modification) of user access to data * U'I“my ufpjuvmu“" . . \ L . L . o AEHatd X
pro ' : S T S S S T S
and organizationally-owned or managed (physical and virtual) v . € L L. v agresittert, vhirse oretnpioyment X
Internal corporate or customer (tenant) user account credentials shall be (Do you support use of, or |ntegrat|on with, existing customer-based Single Sign On (SSO) solutions to your service? X

Do you use open standards to delegate authent|cat|on capab|||t|es to your tenants?

NP |

Do you have a Po||cy Enforcement P0|nt capablllty (e g XACML) to enforce reglonal Iegal and pollcy constramts on user access?

ST RO EURUUY 1Y DRSO S IR B |

Do you provide tenants with strong (multifactor) authentication options (e.g., digital certs, tokens, biometrics, etc.) for user access?

IAM-12.7 Do you allow tenants to use third-party identity assurance services? X
IAM-12.8 revocation DU yOU SUPPOUTT PASSWOTU (E.5, TITTIITTUTIT TEMEUT, dBE, TIISTOTY, COTITPTEXITY] dTTU gCCUUTTT TUTKUUT (€. 8-, TUCKUUT UTESTTOTY, TOTKUUT x
: » Account credential and/or identity store minimization or re-use when ~ [elosstionieak - 2 - — -
I1AM-12.9 feasibl / ¥ Do you allow tenants/customers to define password and account lockout policies for their accounts? X
easible
IAM-12.10 ) . Do you support the ability to force password changes upon first logon? X
. Adherence to |ndustry acceptable and/or regulatory compliant DO .. . S y prace UTTTOCKITIE g .. R a .v oEE
IAM-12.11 . i " ° X
Identity & Access I1AM-13.1 Utility programs capable of potent|a||y overr|d|ng system object X
Higher levels of assurance are required for protection, retention, and
lifecycle management of audit logs, adhering to applicable legal, Is physical and |og|cal user access to audit logs restricted to authorized personnel? X
statutory, or regulatory compliance obligations and providing unique user Wmmm STANUdras to your COMTOrS7 dr CIMECtUT €7 PTUCESSES 11dS
access accountability to detect potentially suspicious network behaviors | are audit logs centrally stored and retained? X
and/or file integrity anomalies, and to support forensic investigative Are audit logs reviewed on a regular basis for security events (e.g., with automated tools)?
The provider shall ensure the integrity of all virtual machine images at all Do you Iog and alert any changes made to V|rtua| mach|ne |mages regardless of the|r runnlng state (e g., dormant off or running)? [x
times. Any changes made to virtual machine images must be loggedand |~ " _ L ) L. SE> U HIE
. . . CLUACSRAICI ISR S A IR IR A= IR LI ALk o1 f
an alert raised regardless of their running state (e.g., dormant, off, or X RS R O A YT, O O VITTE OT AT Mg AU SUDSEqUETTT VanugToTT OT UTe TTEEE S TTEgT Ly, TTaue
P | H . " i bl Lo 1 " e o oo [ ol 1 o)D)
A reliable and mutually agreed upon external time source shall be used to Do you use a synchronized time-service protocol (e.g., NTP) to ensure all systems have a common time reference? X
A 1. N N DU YOU Provige UOTUIMTTETTLAUOIT TEGATUITE WTTdUTEVETS UT SYSTETIT(E.B., TTETWUTK, bLUlagC, TITETITOTY, 1770, €L T UOVETSUDUSTITPUUIT yOu
The availability, quality, and adequate capacity and resources shall be e N , N
planned, prepared, and measured to deliver the required system X

performance in accordance with legal, statutory, and regulatory
compliance obligations. Projections of future capacity requirements shall

Do you restrlct use of the memory oversubscrlptlon capabllltles present |n the hyperwsor?
cu

dIT SYSTETITS USEU

mmwmm?mmsvmmmnnu DUSTESS TEQUITETTTETTTS TOT

pee s

Implementers shall ensure that the security vulnerability assessment

sl USRI DU SR T I . |
UU DCLUIILY VUTTTET OTITTY aSSESSITTETTU TUUTS UT SETVICES dLTUTTMTTOUATE UIMTE VITTUdITZatioTT TETTIITOTURTES DETTE USTU (E.5., VITTUdITZdtoTT

Network environments and virtual instances shall be designed and
configured to restrict and monitor traffic between trusted and untrusted
connections. These configurations shall be reviewed at least annually,
and supported by a documented justification for use for all allowed

roT yUUI dadS uUrierTi

R TOPUNY TR I TS DA

Do you regularly update network arch|tecture d|agrams that |nc|ude data ﬂows between secunty domalns/zones?

Are all firewall access control lists documented with business justification?

Each operating system shall be hardened to provide only necessary ports,

ATE UpETaun 3 3
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X | X | X | X




Production and non-production environments shall be separated to For your SaaS$ or Paas$ offering, do you provide tenants with separate environments for production and test processes? X

prevent unauthorized access or changes to information assets. For your laa$ offering, do you provide tenants with guidance on how to create suitable production and test environments? X

Separation of the environments may include: stateful inspection firewalls, | Do you logically and physically segregate production and non-production environments? X

Multi-tenant organizationally-owned or managed (physical and virtual) ATE >'y>Lu||| dTTU TTETWOTK ETTVITUTITTTETTTS PTOTETTET DY d TIMEWJIT UT VITTUAT TIMEWJIT TO ETTSUTE DUSITTESS dITu CUSTOTITET SETUTTLY x

applications, and infrastructure system and network components, shall X

be designed, developed, deployed, and configured such that provider and S X

customer (tenant) user access is appropriately segmented from other Do YOU TIEVE TS SLITY 10 TOUIWAlly SegIetr or =neypl ant ony, X

tenant users, based on the following considerations: Tsmmmmmmn TO ETTSUTE PTOTETUOIT a0 TSUTATOTT OT SETTSTUVE x

Secured and encrypted communication channels shall be used when Are secured and encrypted communication channels used when migrating physical servers, applications, or data to virtual servers? [x

migrating physical servers, applications, or data to virtualized servers and, [DU yOU USE d TETWUTK SEBTERATEU ITUNT PTOUUCTOTT-TEVET TTETWUTKS WITETT TTETJUTTE PTTySICAT SETVETS, dPPICatiorTs, OT Udtd tO VITTudT x

Access to all hypervisor management functions or administrative A 'CD_L_Iiu PC'bu”“iﬁf?i:?_TW@Wlfu X

Policies and procedures sha|| be established, and supporting business I-\lt!.pUIIl.Ieb drta plULtUulEb Eblmllbl'llb COUTTTTEUTEU dTITU TMTPTETITETTIEU TU ProtETT UTE WITETESS TTETWUTK X

processes and technical measures implemented, to protect wireless T __u__ L __u:__A LT e ‘ ”Mn X

network environments, including the following: m@mﬁtﬂmlmlm |||||.I1|u-|l||clueu TU PTUTECT WITETESS TTETW TRETVITTOTHITETIS a1 U teTr e x

Network architecture diagrams shall clearly identify high-risk %19 yufl:lctwulkwmﬂwmmﬁgl rsRiErontiérms athr o ottt may Tave TEGAT COTTTPTIATCE "

environments and data flows that may have legal compliance impacts. WWWWWMTWWW” tratme ”"ULL"”';:'M
Interoperability & IPY-01 IPY-01.1 The provider shall use open and published APIs to ensure support for Do you publish a list of all APIs available in the service and indicate which are standard and which are customized? X
Interoperability & IPY-02 IPY-02.1 All structured and unstructured data shall be available to the customer Is unstructured customer data available on request in an industry-standard format (e.g., .doc, .xls, or .pdf)? X
Interoperability & IPY-03 IPY-03.1 Policies, procedures, and mutually-agreed upon provisions and/or terms ':’f’_yL_"j ?[ivjrtf%'ibim_wm HIEERE T AT TOT SO auiity DERVERT VIR 1y
Portability IPY-03.2 shall be established to satisfy customer (tenant) requirements for service- | If using virtual infrastructure, do you allow V|rtua| machine images to be downloaded and ported to a new cloud provider?
Policy & Legal IPY-03.3 to-service application (API) and information processing interoperability, FAHOTTOT dppItation tatd to dia ot yourt
Interoperability & IPY-04 IPY-04.1 The provider shall use secure (e.g.' non-clear text and authenticated) fstrata |n|pu| T, Udtd tfprl T, dITU SETVICE TITATTaBETTTETTT UE COTTUUTTET UVET SECUTE (E.8-, TTOT-CTEdT TEXT aITU dUTUTETTIICATET], MTUUSy x
Portability IPY-04.2 standardized network protocols for the import and export of dataand to | =~ "=~ "= 7" 77 TR T L GUTTEY TIEHWOTR Protorer— 1y
|nteroperability & IPY-OS |PY—051 The provider 5ha|| use an industry-recognized Virtua|ization platform and !JU you uste dll TMTUUSTIy=-TECUETIIZET VITTUdITZatTOTT PTatrtoTTIT arma Staruadara virtudaimZatioiT TOTTITats {€.8., UV T TU TTETP ETISUTE X
Portability IPY-05.2 standard virtualization formats (e.g., OVF) to help ensure interoperability, B Vit imasTroe ! BES TITaUE avanaDTe T0 e TOSTOTIET T & way et WOt arow e CUStoTTer 1o X
V’rtual’zat’on |PY—053 and Sha“ have documented Custom Changes made tO any hypervisorin UO yUU IIdVC UULUIIIEIILEU LubLUIIILIIdIISEbIIIdUE pue) dlly IIypElVIbUI TITUSE, dTTa diT SUTUTTOTT=-SPETITTC VITTUdITZatToOTT TTOURS avdiidouTe TOT X
Mobile Security MOS-01 MOS-01.1 Anti-malware awareness training, specific to mobile devices, shall be Do you provide anti-malware training specific to mobile devices as part of your information security awareness training? X We do not provide mobile
Mobile Security MOS-02 MOS-02.1 A documented list of approved application stores has been UU_IY,UU TOTUTTTETTT m‘:u’mpmvuu dPPTCAtoNT STOTES TOT TTTODTTE UEVICES dCCESSITIE OT STOTTITE COTTPany udtd X
Mobile Security MOS-03 MOS-03.1 The company shall have a documented policy prohibiting the installation '_J_f’_‘:ii':'fria_ EJ_U_HT’_'_C'L' '_U:_Li'_'i”_t__"f_“_ I _L; ”_'Jg'_’_:_n Y aPPTOVET appICatioTTS G oSE TToTT approved X
Mobile Security MOS-04 MOS-04.1 The BYOD policy and supporting awareness training clearly states the Does your BYOD policy and training clearly state which applications and applications stores are approved for use on BYOD devices? X
Mobile Security MOS-05 MOS-05.1 The provider shall have a documented mobile device policy that includes _L_'_U_qu_'_mvc & PORHITIETEL THOOTE uc_‘_’_'_l'_'i_wm'y T yOur SMTPTOYEE g Tat CTeaTTy UeTmes THOUDTe qevIces and e attepted
Mobile security MOS-06 MOS-06.1 All cloud-based services used by the company‘s mobile devices or BYOD I|:Ju you fTave a slojuvinniciaiecion II>L' Gt PrE-aPpProveEU TTOUU DASEU SETVICES UTdT dTE dITUWEU (U UE USEU TUT USE dTTd STOTJgE OT COMTpdny
Mobile Security MO0S-07 MOS-07.1  [The company shall have a documented application validation processto |, ' . v tocatheiteT apiCaoT VU moTT ProTess TOT TeSTg UEVICE, UPETdTTg SYSTETT, aTTu appTTation CoTTPationTTy X
Mobile Security MOS-08 MO0S-08.1 The BYOD policy shall define the device and eligibility requirements to Do you have a BYOD policy that defines the device(s) and eligibility requirements allowed for BYOD usage? X
Mobile Security MOS-09 MOS-09.1 An inventory of all mobile devices used to store and access company data ':’t’_y_L_’:'l'_' T Ii__ L . gJ Lo ___:_g_“_m Ty Hete WHIETT TEIHEES HEVIEE Statts> 158y X
Mobile security MOS-]_O MOS-]_O.l A centra"zed, mobile device management solution 5ha|| be deployed to DU youTiave d LEIILId_IIILEU TMMOUTTE UTVICE IIIdIIa'gEIIIEIIL UITUEPTOYEU TU dITTITODTTE UEVILES TTd U dre PETTTITIET TU STOTE, TrdarisTTig, X
Mobile Security MOS-]_]_ MOS-]_:[,]_ The mobile device po||cy shall require the use Of encryption either for the DUES your Tmoune ucvite pUIILY TEYUITTE LITE UST UT CTILTYPUOTT TOT CIULITET UITE CTTUTT UCVILE UT TUT Udld TUETILITTEU a5 SETISTLUIVE X
Mobile security MOS-]_Z MOS-12.1 The mobi|e device po||cy 5ha|| proh|b|t the circumvention of bui|t-in UUE) yuul IIIUUIIE UCVIL& PUIILy pIUIIIUIL LIIE LIILUIIIVEIILIUII UI UUIIL'III SECUTTLY COTTIIrOTs UIT TIMOUTTE UEVICES TELE, JdlllJlt!dl\Ilrg OT X
Jailbreaking and MOS-12.2 security controls on mobile devices (e.g., jailbreaking or rooting) and is R SETIETTL SYSTETTT WIHILIT PTOTHTL tiE X
Mobile Security MOS-13 MOS-13.1 The BYOD policy includes clarifying language for the expectation of Does your BYOD pollcy clearly define the expectation of privacy, requirements for litigation, e-discovery, and legal holds? X
Legal MOS-13.2 privacy, requirements for litigation, e-discovery, and legal holds. The Does the BYOD policy clearly state the expectations over the loss of non-company data in case a wipe of the device is required? X
Mobile Security MOS-14 MOS-14.1 BYOD and/or company owned devices are configured to require an Do you reqwre and enforce V|a technical controls an automatlc Iockout screen for BYOD and company owned dewces? X
Mobile Security MOS-15 MOS-15.1 Changes to mobile device operating systems, patch levels, and/or PP YEE e X
Mobile Security MOS-16 MOS-16.1 Password policies, applicable to mobile devices, shall be documented and |Do you have password policies for enterprise issued mobile devices and/or BYOD mobile devices? X
Passwords MOS-16.2 enforced through technical controls on all company devices or devices Are your password policies enforced through technical controls (i.e. MDM)? X

MOS-16.3  |approved for BYOD usage, and shall prohibit the changing of Do your password policies prohibit the changing of authentication requirements (i.e. password/PIN length) via a mobile device? X
Mobile Security MOS-17 MOS-17.1 The mobile device policy shall require the BYOD user to perform backups |Do you have a policy that requires BYOD users to perform backups of specified corporate data? X
Policy MOS-17.2  |of data, prohibit the usage of unapproved application stores, and require [Do you have a policy that requires BYOD users to prohibit the usage of unapproved application stores? X
MOS-17.3 the use of anti-malware software (where supported). Do you have a policy that requires BYOD users to use anti-malware software (where supported)? X

Mobile Security MOS-18 MOS-18.1 All mobile devices permitted for use through the company BYOD program|Does your IT provide remote wipe or corporate data wipe for all company-accepted BYOD devices? X
Remote Wipe MOS-18.2 or a company-assigned mobile device shall allow for remote wipe by the |Does your IT provide remote wipe or corporate data wipe for all company-assigned mobile devices? X
Mobile security MOS-19 MOS.19.1 Mob||e devices Connecting to Corporate networks or Storing and DO yU:JI I‘.IIUUIIC UEVIL.E) ’l’IdVC e TdtesT dvdiTduTe SELUTTIY-TETdIEU PdttIies TIstanea UPUIT BETTETAT TETEASTE DY UTE UEVILE X
Security Patches MOS-19.2 accessing company information shall allow for remote software Do your mobile devices allow for remote validation to download the latest security patches by company IT personnel? X
Mobile Security MOS-20 MO0S-20.1 The BYOD policy shall clarify the systems and servers allowed for use or  |Does your BYOD policy clarify the systems and servers allowed for use or access on the BYOD-enabled device? X
Users MOS-20.2 access on a BYOD-enabled device. Does your BYOD policy specify the user roles that are allowed access via a BYOD-enabled device? X
Security Incident SEF-01.1 Points of contact for applicable regulation authorities, national and local [Do you maintain liaisons and points of contact with local authorities in accordance with contracts and appropriate regulations? X
Security Incident SEF-02.1 Policies and procedures shall be established, and supporting business Do you have a documented security incident response plan? X
Management, E- SEF-02.2 processes and technical measures implemented, to triage security- Do you integrate customized tenant requirements into your security incident response plans? X
Discovery, & Cloud SEF-02.3 related events and ensure timely and thorough incident management, as |77 Y7H PERIRT @ TEIES SETESPUTRIVIITES HOLHIIETE SPECIVITG Wi VIR W5 YOUL TEelis are1e SELETY X
Forensics SEF-02.4 per established IT service management policies and procedures. Have you tested your security incident response plans in the last year? X
Security Incident SEF-03.1 Workforce personnel and external business relationships shall be ':ii,":?i'ﬁf{:‘fdﬁll e sier b et ool it oot teibe s o peenrbes ies ﬂS el s e v i ’ ™k
Management, E- SEF-03.2 informed of their responsibility and, if required, shall consent and/or
Discovery, & Cloud contractually agree to report all information security events in a timely . L . . .
Forensics R . Do you have predefined communication channels for workforce personnel and external business partners to report incidents in a
Incident Reporting :122:2;elzf:orr:q:f:is;cig::t::i::ss?na: :(:n;elsc:‘r:taendnzrg:f:ring to timely manner adhering to applicable legal, statutory, or regulatory compliance obligations?

applicable legal, statutory, or regulatory compliance obligations. X
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Proper forensic procedures, including chain of custody, are required for t’f’jiff?ji‘":'ucm ESPEIRERT =
the presentation of evidence to support potential legal action subjectto |Does your incident response capability include the use of legally admissible forensic data collection and analysis techniques? X
the relevant jurisdiction after an information security incident. Upon ATe Yo "'_ “ HPPUTHIHE THEaHUTTHOTES ITEE2E UT Udtd TTOTT o SPE Po SFTOT aSPE STt WITOUtITee X
notification, customers and/or other external business partners impacted | po you enforce and attest to tenant data separation when producing data in response to legal subpoenas? X
Mechanisms shall be put in place to monitor and quantify the types, Do you monitor and quantify the types, volumes, and impacts on all information security incidents? X
volumes, and costs of information security incidents. Will you share statistical information for security incident data with your tenants upon request? X
. . . . DU youTmmspetl arnua actournt 1or1 ) l ETS tU LUITect
Providers shall inspect, account for, and work with their cloud supply- L X
. . . . [T yOU OESTE T amTO MTPTETTTETTIT COTTTIOTS TO T dTE dTTu COTTIaNT Udtd SECUTTTY TTSKS (NTUUE T PrOPET SEPATatoTT UT UUTIES, TOTE-UdSEd
chain partners to correct data quality errors and associated risks. o o . X
The provider shall make security incident information available to all _':’ir:’i""“ A TR X
Business-critical or customer (tenant) impacting (physical and virtual) Do you collect capacity and use data for all relevant components of your cloud service offering? X
application and system-system interface (API) designs and configurations,
and infrastructure network and systems components, shall be designed,
developed, and deployed in accordance with mutually agreed-upon Do you provide tenants with capacity planning and use reports?
service and capacity-level expectations, as well as IT governance and
service management policies and procedures.
The provider shall perform annual internal assessments of conformance PYYORPE 'UL'“ A X
- " 0 yOUSETETT a1T0 1TUTITOT UUTSUUTCEU PrOVITETS T COTTTPITATICE WITTT TawW's T UTE COUTTITY WITETE TITE Udtd TS PTUCESSEU, STOTEY, alta
Supply chain agreements (e.g., SLAs) between providers and customers . X
(tenants) shall incorporate at least the following mutually-agreed upon ~ [F© YOU S€18 10 ? X
provisions and/or terms: Does legal counsel review all third-party agreements? X
* Scope of business relationship and services offered (e.g., customer Do third-party agreements include provision for the security and protection of information and assets? X
(tenant) data acquisition, exchange and usage, feature sets and Do you have the capability to recover data for a specific customer in the case of a failure or data loss? X
functionality, person.nel anq infrastructure network and system:f. o Do you have the capability to restrict the storage of customer data to specific countries or geographic locations? X
comPonents for service delivery and support, roles and responsibilities of Can you provide the physical location/geography of storage of a tenant’s data upon request? X
provider and customer (tenant) and any subcontracted or outsourced " - " ; -
. ; . : ) . i Can you provide the physical location/geography of storage of a tenant's data in advance? X
business relationships, physical geographical location of hosted services, " - " " - T
. ) X Do you allow tenants to define acceptable geographical locations for data routing or resource instantiation? X
and any known regulatory compliance considerations) [ATE SYSTETTTS MT PTdCE tO MTUTTITOT TOT PTIVACy OTEdTIES dita TTOUTy (ETTATTtS EXPEUTIOUSTY 1T d PTIVAaCcy EVETTTTTTdY TTdvVe MTpdcted urerm
¢ Information security requirements, provider and customer (tenant) <otoD - - — - -
. . X . . . Do you allow tenants to opt out of having their data/metadata accessed via inspection technologies? X
primary points of contact for the duration of the business relationship,
nd referencec ta detailed ciinnarting and relevant hilcinece nracacce Do you provide the client with a list and copies of all subprocessing agreements and keep this updated? X
o - . n - - [DU YOU TEVIEW UTE TTSK TTTATTABETITETTT a0 BUVETTTATICE PTOTESSES UT PArUTers 10 aCCOUTTT TOT TTSKS MTITETTIET ITOTIT UUTET TTTETTUETS OT
Providers shall review the risk management and governance processesof [ = "~ " o X
Policies and procedures shall be implemented to ensure the consistent i‘iip?uum e pluwuf'cf = ) A . B K i~ X
! ' ' T U T Uy S S A S T S AU
review Of service agreements (e.g.’ SLAS) between prOVIderS and IDU VLUU aVIE-I e aLD [7 [‘U_‘ EdSUTE dIifa aaar ess ror-corimo darice ofr PTOVISTOTTS a7 OT TETTITS dtTOS5 UTE ETTUTE SUpPPTY TITdTiT X
customers (tenants) across the relevant supply chain Can you manage service-level conflicts or inconsistencies resulting from disparate supplier relationships? X
(upstream/downstream). Reviews shall be performed at least annually  [pg you provide tenants with ongoing visibility and reporting of your operational Service Level Agreement (SLA) performance? X
and identify non-conformance to established agreements. The reviews  [pg you make standards-based information security metrics (CSA, CAMM, etc.) available to your tenants? X
.ShOUId. result' n actlor?s to addre'ss serwce-lew?l conflufts or Do you provide customers with ongoing visibility and reporting of your SLA performance?
inconsistencies resulting from disparate supplier relationships. Do your data management policies and procedures address tenant and service level conflicts of interests?
Do you review all service level agreements at least annually? X
Providers shall assure reasonable information security across their Do you assure reasonable information security across your information supply chain by performing an annual review? X
information supply chain by performing an annual review. The review Does your annual review include all partners/third-party providers upon which your information supply chain depends? X
B . . B N DO you nmanadre a Ua O auo ECUTIly TEVIEWS ana auad OT yOU O party proviae 0o¢E ure at air agreeqd upo eCuriy
Third-party service providers shall demonstrate compliance with e e ot
information security and confidentiality, access control, service T T PETTONTE PEMETTAUOTTTESTS O yOUT dppIeations amd X
— - - - =TITaTWaTe ProgTaTTs tat SUPPOTT O COTTTETT (U yOUT CIUUU SETVICE UTTETTITE
Policies and procedures shall be established, and supporting business ':’iyuilnf‘:i cj”i‘"_'“ T > TSTANER DI el O YOt T et o= 1y
processes and technical measures implemented, to prevent the execution
of malware on organizationally-owned or managed user end-point i X . X . .
R L . . X Do you ensure that security threat detection systems using signatures, lists, or behavioral patterns are updated across all
devices (i.e., issued workstations, laptops, and mobile devices) and IT X . R .
X infrastructure components as prescribed by industry best practices?
infrastructure network and systems components.
Policies and procedures shall be established, and supporting processes Do you conduct network-layer vulnerability scans regularly as prescribed by industry best practices? X
and technical measures implemented, for timely detection of Do you conduct application-layer vulnerability scans regularly as prescribed by industry best practices? X
vulnerabilities within organizationally-owned or managed applications,  |Do you conduct local operating system-layer vulnerability scans regularly as prescribed by industry best practices? X
infrastructure network and system components (e.g., network Will you make the results of vulnerability scans available to tenants at their request? X
vulnerability assessment, penetration testing) to ensure the efficiency of [pg you have a capability to patch vulnerabilities across all of your computing devices, applications, and systems? X
implemented security controls. A risk-based model for prioritizing
remediation of identified vulnerabilities shall be used. Changes shall be
managed through a change management process for all vendor-supplied
Patches, configuration changes, or changes to the orga.nlzaFlon s Do you inform customers (tenant) of policies and procedures and identified weaknesses if customer (tenant) data is used as part
internally developed software. Upon request, the provider informs the service and/or customer (tenant) has some shared responsibility over implementation of control?
customer (tenant) of policies and procedures and identified weaknesses
especially if customer (tenant) data is used as part the service and/or
customer (tenant) has some shared responsibility over implementation of X
Policie; and procedures shall be established, and supporting business TS I-IIIUUIIE uiue dullIUJI.ILCL‘I. UCIUIIE ||I.> |:|>:W5Emulduun CITETKEU, TU ETTSUTE UTAT UTE dUUTOTTZET TTTODTE x




processes and technical measures implemented, to prevent the execution
of unauthorized mobile code, defined as software transferred between
systems over a trusted or untrusted network and executed on a local
system without explicit installation or execution by the recipient, on
organizationally-owned or managed user end-point devices (e.g., issued
workstations, laptops, and mobile devices) and IT infrastructure network

Management
Mobile Code

Is all unauthorized mobile code prevented from executing?
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